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annex 3
Definition OF COMMUNICATION PROTOCOL and DATA TRANSFER 

 for a Sales Register system 

August 07
I COMMUNICATION PROTOCOL FOR Sales Register Machines
All of the fiscal machines must be capable of communicating through communication protocols, the details of the data stored in their fiscal memory in the formats indicated in this document.  Where Birr amounts are transferred, the last two digits are assigned to cents and the remaining digits to the left of the cents are assigned to Birr.
1. CONTROL CHARACTERS
Table 1: Control Characters

	STX
	02H
	START OF TEXT

	ETX
	03H
	END OF TEXT

	ENQ
	05H
	ENQUIRY

	ACK
	06H
	AFFIRMATIVE ACKNOWLEDGE

	NAK
	15H
	NEGATIVE ACKNOWLEDGE

	LRC
	
	Longitudinal Redundancy Check for Text Data


2. DATA FORMAT

   STX. . . . . DATA. . . . . . . ETX  LRC

                              . . . . . . . LRC CALCULATION RANGE
   LRC = 2’S COMPLEMENT OF (STX+DATA+ETX)
   Example: STS,”0000”,ETX,LRC  =>  02+30+30+30+30+03=C5

        2’s compliment of “C5”=FF-C5+1=3A+1= 3B => LRC= 3B

3. COMMUNICATION SEQUENCE
   Table 2:  “F” . . . The command to read out the fiscal memory data from PC.
	
	<PC>
	
	
	
	<Fiscal Machine>
	

	STX
	“FAAMMDDAAMMDD”
	ETX  LRC
	→
	
	
	

	
	
	
	←
	STX
	“DATA 1”
	ETX  LRC

	
	
	ACK
	→
	
	
	

	
	
	
	←
	STX
	“DATA 2”
	ETX  LRC

	
	
	ACK
	→


	
	
	

	
	
	
	←
	STX
	“DATA n”
	ETX  LRC

	
	
	ACK
	→
	
	
	

	
	
	
	←
	STX
	“RFR”
	ETX  LRC

	
	
	ACK
	→
	
	
	


Note)

1) If the fiscal machine is busy, the fiscal machine sends “NAK” to PC.

	
	<PC>
	
	
	
	<Fiscal Machine>
	

	STX
	 “FAAMMDDAAMMDD”
	ETX  LRC

 
	→

←
	NAK
	
	


2) If the ECR has received “ENQ”, ECR sends “ACK” to PC.
	
	<PC>
	
	
	
	<Fiscal Machine>
	

	
	
	ENQ


	→

←
	ACK
	
	


4. COMMAND FROM PC

     STX – [COMMAND DATA] – ETX – LRC

  Table 3: COMMAND DATA (Read by Date)

	NO.
	FROM
	TO
	BYTES
	DESCRIPTION
	FORMAT
	EXAMPLE

	1
	1
	1
	1
	COMMAND ‘F’ (Fixed)
	ASCII
	“F”

	2
	2
	7
	6
	START DATE YYMMDD
	ASCII
	“061201”

	3
	8
	12
	6
	END DATE   YYMMDD
	ASCII
	“070131”


   Table 4: COMMAND DATA (Read by Z Count)

	NO.
	FROM
	TO
	BYTES
	DESCRIPTION
	FORMAT
	EXAMPLE

	1
	1
	1
	1
	COMMAND ‘Z’ (Fixed)
	ASCII
	“Z”

	2
	2
	3
	2
	Fixed “00”
	ASCII
	“00”

	3
	4
	7
	4
	START Z  XXXX
	ASCII
	“0001”

	4
	8
	9
	2
	Fixed “00”
	ASCII
	“00”

	5
	8
	12
	4
	END Z    XXXX
	ASCII
	“0100”


· If START=000000 and END=000000, the sales register machine must send back last daily data in fiscal memory (only one daily data record)

· If START > 000000 and  END=000000, the sales register machine must send back all of the daily data starting from START and ending with last daily data in fiscal memory

   Example)

To read out the data from 21st DEC ’06 to 20th JAN ’07, the command must be the following.

	STX
	CMD
	START DATE
	END DATE
	ETX
	LRC

	0x02
	‘F’
	‘0’
	‘6’
	‘1’
	‘2’
	‘2’
	‘1’
	‘0’
	‘7’
	‘0’
	‘1’
	‘2’
	‘0’
	0x03
	 


 To read out the data from Z:0001 to Z:0025, the command must be following.

	STX
	CMD
	START Z
	END Z
	ETX
	LRC

	0x02
	‘Z’
	‘0’
	‘0’
	‘0’
	‘0’
	‘0’
	‘1’
	‘0’
	‘0’
	‘0’
	‘0’
	‘2’
	‘5’
	0x03
	 


5. DATA FORMAT OF THE DAILY DATA OF FISCAL MEMORY

Table 5: DATA FORMAT OF THE DAILY DATA OF FISCAL MEMORY
	NO.
	FROM
	TO
	BYTES
	DESCRIPTION
	FORMAT
	EXAMPLE

	1
	1
	10
	10
	Tax Identification Number
	ASCII
	“1234567891”

	2
	11
	20
	10
	Machine Registration Code
	ASCII
	“ABC1234560”

	3
	21
	24
	4
	Z number           nnnn
	ASCII
	“1234”

	4
	25
	30
	6
	Date of Z report     YYMMDD
	ASCII
	070124

	5
	31
	40
	10
	Taxable Amount 1
	ASCII
	9999999999

	6
	40
	50
	10
	Tax Amount 1
	ASCII
	 

	7
	51
	60
	10
	Taxable Amount 2
	ASCII
	 

	8
	61
	70
	10
	Tax Amount 2
	ASCII
	 

	9
	71
	80
	10
	Taxable Amount 3
	ASCII
	 

	10
	81
	90
	10
	Tax Amount 3
	ASCII
	 

	11
	91
	100
	10
	Non Taxable Amount
	ASCII
	 

	12
	101
	110
	10
	Refund Taxable Amount 1
	ASCII
	

	13
	111
	120
	10
	Refund Tax Amount 1
	ASCII
	

	14
	121
	130
	10
	Refund Taxable Amount 2
	ASCII
	

	15
	131
	140
	10
	Refund Tax Amount 2
	ASCII
	

	16
	141
	150
	10
	Refund Taxable Amount 3
	ASCII
	

	17
	151
	160
	10
	Refund Tax Amount 3
	ASCII
	

	18
	161
	170
	10
	Refund Non Taxable Amount
	ASCII
	

	19
	171
	174
	4
	No. of Fiscal Receipt
	ASCII
	1234

	20
	175
	178
	4
	No. of Non Fiscal Receipt
	ASCII
	 

	21
	189
	182
	4
	No. of Refund Receipt
	ASCII
	

	22
	183
	188
	6
	Date of Last Invoice YYMMDD
	ASCII
	070123

	23
	189
	192
	4
	Time of Last Invoice HHMM
	ASCII
	2359

	24
	193
	200
	8
	Last Fiscal Receipt Number
	ASCII
	12345678


6. COMMUNICATION SEQUENCE DURING A COMMUNICATION ERROR
Table 6: COMMUNICATION SEQUENCE DURING A COMMUNICATION ERROR

	 
	<PC>
	 
	 
	 
	<Fiscal Machine>
	 

	STX

 
	“FAAMMDDAAMMDD”

 
	ETX  LRC

NAK
	→

←

→
	STX
	“DATA”
	ETX  LRC

	 
	 
	 
	←
	STX
	“DATA”
	ETX  LRC

	 
	 
	NAK
	→
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	←
	STX
	“DATA”
	ETX  LRC

	 
	 
	NAK
	→
	 
	 
	 


When the Fiscal machine has received the NAK for sending data, the fiscal machine must re-send the last sent data again. This will repeat a maximum of 5 times. 
If the FISCAL machine does not receive any message from the PC for sending data, the fiscal machine must stop waiting for "ACK" receive through the Time-Out. This Time-Out must be defined in 2.5 seconds.
7. PRINT MESSAGE DURING A COMMUNICATION ERROR

 

A Fiscal machine must print the above message, if a communication error happens.

II CHARACTERISTICS AND COMMUNICATION PROTOCOL FOR a GPRS TERMINAL

1. A GPRS terminals must have the following basic functionalities
a) Reading data content from the Sales Register fiscal memory using RS232 serial communication,

b) Formatting and storing the fiscal memory content in its internal memory,

c) Data communication with a remote server via GSM network using GPRS service and FTP protocol.
2. The terminal must have the following hardware components and characteristics
a) Secure housing with place for fiscal seal. Fiscal seal have to prevent unauthorized access to hardware components of terminal.
b) At least two RS232 serial ports: 
· The first one for connection with Sales Register Machine (port A);

· Another one for connection with bar code reader or other external device (port B).  Port B allows connection from external device through terminal to the Sales Register Machine with one exception: when port A is active (while fiscal memory reading), port B has to be disabled (blocked).

c) External button for forcing the start of the process of fiscal Z reports reading whenever it is required. Normally, the device should send Z reports automatically once configured.

d) Internal non-volatile memory for storing formatted fiscal memory data.
Memory capacity is large enough to hold a maximum number of formatted daily records from fiscal memory.

e) Internal Real Time Clock (RTC) with back up battery. RTC is used for precise scheduling of data transfers.
f) GSM/GPRS module (stand alone or with additional microcontroller).
GSM/GPRS module has to be capable of data transfers (upload and download) to remote server using GPRS service and FTP protocol

g) Connector for external GSM antenna.

h) Secured SIM card holder with dedicated SIM card

i) SIM card holder must be placed inside terminal housing to prevent access to SIM card.

j) At least two (2) visual indicators of device statuses, current operations and events (furthermore, IND1 and IND2). Visual indicators could be Light Emitting Diodes (LEDs) or some other solutions.

3. Firmware of GPRS terminal has to provide the functionalities below
a) Terminal has to allow writing of  system parameters described hereunder in its internal memory
· APN (Access Point Name), used for accessing GPRS service of GSM network
· GPRS LOGIN, user name for logging into network
· GPRS PASSWORD, password for logging into network
· FTP IP ADDRESS, IP address of remote FTP server
· FTP IP PORT, IP port of remote FTP server (usually 21)
· FTP USER NAME, user name for accessing  FTP server
· FTP USER PASSWORD, password for  accessing FTP server
· FTP REPORT PATH, relative path on FTP server where the terminal has to upload report files
· FTP COMMAND PATH, relative path on FTP server where the terminal has to search for new command files

·  FIRST INSTALL, parameter that defines if the terminal has been connected and is communicating with the Sales Register Machine (for fiscal daily Z reports reading) at least for one time.  This parameter is also used for software reset of the terminal: when it is set to logic value TRUE, the terminal’s internal parameters have to be initialized for initial connection with the Sales Register Machine.

· Before the first installation, authorized service person is obliged to check and, if necessary, correct FIRST INSTALL to logic value TRUE.

· DATE and TIME (in format YYMMDD HHMMSS), current date and time of the terminal RTC (Real Time Clock). Before the first installation, authorized service person is obliged to check and, if necessary, correct date and time of terminal clock.

b) Writing of system parameters into the terminal’s internal memory should be disabled while the SIM card is being placed in the SIM holder and the terminal housing is being closed and sealed. Parameters also have to be password protected from unauthorized changing.

c) The terminal has to allow reading of the following system parameters:
· all parameters listed in paragraph a) number of the last Z daily report the terminal has read from the Sales Register Machine
· last downloaded command  file or default command file
· date and time of next data transfer

· current quality of GSM network signal
· some other parameters specific for particular terminal or the Sales Register Machine type 

d) Reading of system parameters have to be password protected from unauthorized accessing. It can be used by authorized service persons for easier detections of possible malfunctions and problems.
e) The firmware has to be capable of communicating with the Sales Register Machine using serial RS232 protocol
· Sending requests (commands) for fiscal memory reading for a given range of fiscal daily Z reports;

· Receiving answers that contain fiscal daily Z reports from Sales Register Machine;

· The terminal has to memorize the Sales Register Machine fiscal number and tax payers VAT number after first communication with the Sales Register Machine. If the terminal identifies, during any of subsequent communications, that these memorized parameters are not equal to ones that have been just read out, it has to disable any further activity.
f) Starting the process of fiscal Z reports reading can be done by automatically  detecting and initiating the sending of the daily Z report when it is printed on the Sales Register Machine
g) Visual indicator IND1 have to be activated as notification for cashier at the time when the fiscal Z reports reading should happen.
At the end of the day and after last fiscal Z report printing the cashier is obliged, in case that there is no automatic reading, to start the process of the fiscal Z reports reading by pushing a button that forces the initiation of the process.
h) Data received from the Sales Register Machine have to be formatted according to the report file name and format given in table 7 of this document and written in to internal memory of terminal.
i) If data are successfully retrieved from the Sales Register Machine and formatted in the internal memory, IND1 has to be deactivated and IND2 has to be activated. Activated IND2 is a notification that data is ready for sending but not sent yet.
j) FTP protocol has to be used in the data communication with the Tax Authority server: connecting and logging to FTP server, uploading report files and downloading command files.

k) In case that data transfer is successful (reports uploaded and command downloaded or not found), IND2 has to be deactivated.

l) If command file doesn’t exist on the FTP server, the terminal has to apply default command file defined in table 8 of this document.

m) Command file contains information for terminal about 

· date and time when next fiscal reading and data transfer should happen

· range of fiscal daily Z reports that should be read from the Sales Register Machine during next fiscal reading
· Terminal has to be able to check if downloaded command file is formatted according to file format defined in table 8.
· If the format of the command file isn’t correct, the terminal has to apply the default command file defined in table 8.
 

4. UPLOAD SCHEDULING RULES FOR THE TERMINAL
a) Upload time HHMM for default command file must be set
· to the time equal to when the first serial communication with the Sales Register Machine ended for the first communication with the Sales Register Machine 

· to the time equal to the one previously downloaded command or to the previous default command if there is no command file on the server 
b) Indicator IND1 must be activated 12 hours before scheduled upload time. By the time of the schedule, the terminal should start uploading.  If for some internal problem the upload has not been initiated, the cashier (or shop owner) is obliged to press the button for forcing the terminal to initiate the upload. If shop was closed during this time (because of any reason), button should be pressed immediately after shop’s reopening.

c) If cashier starts the process of reading fiscal memory after scheduled upload time, data transfer must be done immediately and algorithm for calculating new upload date and time should make assumption that transfer actually happened at scheduled time.

d) In case that data transfer fails because of any reason, terminal has to be able to retry data transfer 5 times with 2 minute intervals between retries. If data transfer fails after fifth retry, terminal have to retry again 5 times but next day at the same time. Until data transfer succeeds, there must be no new readings of fiscal Z reports.

e) No matter when data transfer succeeded, algorithm for calculating new upload date and time should make assumption that transfer actually happened at scheduled date and time.

f) Algorithm for calculating new upload date and time should do recalculations (adding intervals in days on previous scheduled date and time) until new upload date and time becomes larger than current date and time.

5.  GENERAL SYSTEM SETTINGS AND REQUIREMENTS

a) A terminal connected to a Sales Register Machine (either to a cash register or to a fiscal printer) is FTP client with settings that allow data transfers to FTP host server.
b) Terminals can have access to Internet (and in the same way to FTP server) through dial up connection using GPRS service of GSM network.

c) SIM cards, installed in the devices, are configured by the GSM/GPRS service provider (in this case the Ethiopian Telecommunications Corporation) to be part of the protected network. It must be accomplished by defining APN (Access Point Name) at the servers of the mobile provider that will be used only for this particular purpose. 


Table 7: Name and format of report file


	Report file name
	EXAMPLE

	<Machine serial number>_<date of the first  Z report in range>

_<Z number of first Z report in range Zx>_<Z number of last Z report in range Zn>.txt
	ABC1234567_070331_0004_0010.txt

	Report file format
	

	1st line
	< Tax payer number>,< Machine serial number>,<Zx>,<Date of Zx report>,<Taxable Amount 1>,<Tax Amount 1>,<Taxable Amount 2>,<Tax Amount 2>,<Taxable Amount 3>,<Tax Amount 3>,<Non Taxable Amount>,<Refund Taxable Amount 1>,<Refund Tax Amount 1>,< Refund Taxable Amount 2>,<Refund Tax Amount 2>,<Refund Taxable Amount 3>,<Refund Tax Amount 3>, <Refund Non Taxable Amount>,<No. of Fiscal Receipt>,<No. of Non Fiscal Receipt>,<No. of Refund Receipt>,<Last Invoice Number>, <Date of Last Invoice YYMMDD>,<Time of Last Invoice HHMM><CR><LF>
	1234567890,ABC1234567,4,070331,0,0,1000,100,0,0,2000,0,0,0,0,0,0,200,22,3,5,2345,070331,1220

	2nd .line
	< Tax payer number>,< Machine serial number>,<Zx+1>,<Date of Zx+1 report>,…, <Date of Last Invoice YYMMDD>,<Time of Last Invoice HHMM><CR><LF>
	1234567890,ABC1234567,5,070401,0,0,…

	last line
	< Tax payer number>,< Machine serial number>,<Zn>,<Date of Zn report>,…, <Date of Last Invoice YYMMDD>,<Time of Last Invoice HHMM><CR><LF>
	1234567890,ABC1234567,10,070405,0,0,…


Table 8: Command file name and format

	
	EXAMPLE
	EXPLANATION

	Command file name
	
	

	<Machine serial number>_command.txt
	ABC1234567_command.txt
	Terminal should seek for this file name during command download

	Command file format 1
	
	

	1.line
	UPLOAD,<Upload interval in days (from 0 to 30)>,<Upload time HHMM>,<CR><LF>
	UPLOAD,7,2030
	Every 7 days terminal should do upload in 20:30h

	2.line
	ALL<CR><LF>
	ALL
	Terminal should read all Z daily reports from fiscal memory

	Command file format 2
	
	

	1.line
	UPLOAD,<Upload interval in days (from 0 to 30)>,<Upload time HHMM>,<CR><LF>
	UPLOAD,7,2030
	Every 7 days terminal should do upload in 20:30h

	2.line
	NEW<CR><LF>
	NEW
	Terminal should read new Z daily reports that were not read/sent since previous command execution

	Command file format 3
	
	

	1.line
	UPLOAD,<Upload interval in days (from 0 to 30)>,<Upload time HHMM>,<CR><LF>
	UPLOAD,7,2030
	Every 7 days terminal should do upload in 20:30h

	2.line
	FROMTO,<Z number of first report in range>,<Z number of last report in range><CR><LF>
	FROMTO,4,10
	Terminal should read given range of Z daily reports

	DEAFULT command file format 
	
	

	1.line
	UPLOAD,1,<Upload time HHMM>,<CR><LF>
	UPLOAD,1,1230
	Terminal should do upload everyday in 12:30h

	2.line
	NEW<CR><LF>
	NEW
	Terminal should read new Z daily reports that were not read/sent since previous command execution


Note 1:
Command file with first line UPLOAD,0,HHMM is intended to be used during testing phase in order to speed up the process of checking regularity of uploaded reports and FTP data transfer.



















































































































































































































































































































































































































---------------------------------


COMMUNICATION


ERROR


THE FISCAL DATA


HAS NOT TRANSFERED


----------------------------------
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